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Abstract 

Objectives: The goal of this paper is to address the issues that arose because of the exclusion of 

law offenders in the Greek Correctional Institutions from second chance education during the 

COVID-19 pandemic. During this period, the offenders were deprived of their right to equal access 
to second-chance education since the pandemics blocked mobility and close contact with teaching 

personnel. Methods/Analysis: In this paper, we propose a framework based on the Technology 

Acceptance Model (TAM) that will be deployed to evaluate the acceptance of the CILMS by the 
learners in Correctional Institutions. We describe a methodology and a set of hypotheses that can 

reveal the intention of learners to use the system based on several factors, such as trust, perception 

of privacy, perception of usefulness, and perception of self-efficacy. Findings: We suggest that 
eLearning and limited Internet access should be added to the list of fundamental human rights for 

CI detainees as well, in order to counteract their separation from physical society. Inmates are still 

individuals. In fact, they should be placed in solitary confinement as prescribed by the law. 
Novelty/Improvement: This viewpoint has been demonstrated with the development and 

evaluation of acceptance by inmates through the TAM technology acceptance methodology, as 

well as the proposal of a generic privacy-preserving Web information and services access model 
for CIs that can, at the same time, provide sufficient information access freedom while respecting 

the restrictions that should be imposed on such an access for CI inmates. 
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1- Introduction 

It is well known that the adoption of eLearning, or Learning Management Systems (LMS), systems can achieve an 

improved learning level and experience either in conjunction with or independently of the traditional teaching and 

learning process [1, 2]. Thus, numerous educational institutions, from schools to universities [3], have adopted this 

viewpoint and have developed several online courses [4] targeting normal courses, postgraduate programs, continuous 

education [5], and lifelong learning, as well as seminars offering some type of skills certification [6, 7]. The importance 

of eLearning in improving digital literacy is emphasized by UNESCO, which reports that Massive Open Online Courses 

(MOOCs) are among the top educational priorities of many countries worldwide [8, 9]. We characterize as MOOCs the 

open eLearning platforms that offer online courses with minimal requirements of previous ICT knowledge or experience 

except simple use of the Internet and online applications [10-12]. MOOCs support online classes and offer video (also 

offline) lectures, self-assessment tests, online assignments, as well as electronic course material. Some of them also 

provide online forums and chat rooms that lead to increased engagement and socializing among learners and teaching 

personnel [13]. 
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However, although the usefulness and widespread adoption of LMS are unquestionable, especially in the COVID-19 

pandemic era, there are still some members of our society excluded from e-education and web information access, the 

people confined in Correctional Institutions [14]. This exclusion leads to a deprivation of opportunities for self-

improvement and self-development, as well as equal access to the fundamental right to education and global 

developments in general. Access to the right to education is a complex issue that necessitates the supply of both the 

necessary human resources and technical infrastructure. Nonetheless, its unrestricted and complete exercise is contingent 

upon the general conditions of the correctional facility and the extent to which other rights are respected and protected. 

For instance, overcrowding in a prison complex inevitably leads to the exclusion of prisoners from the education process 

when the available study places are filled, whereas the insecurity that an inmate may feel due to ill-treatment and violence 

within the correctional facility can be a deterrent to his participation in programs of meaningful use of his time, such as 

educational ones. 

In order to address this inequality situation, in this paper we address the sensitive application area of digital learning 

and digital information access in the penitentiary system and the possibility of providing availability, under restrictions, 

of digital learning and information retrieval services to inmates. In addition, the correctional system offers few 

educational options and chances for adult and adolescent detainees, making education and lifelong learning an urgent 

concern. Moreover, innovative learning and teaching methods in prisons, using techniques such as gamification, promote 

cognitive and emotional parameters of the learners' personalities, such as the improvement of their perception, attention, 

memory, and executive functions in general, as well as their emotional and neurocognitive development. Inmates have 

a larger requirement than any other educational group to engage in an educational policy targeted at growing and refining 

their cognitive and psycho-emotional functionality for ultimate social reintegration, as well as strengthening the 

motivation for behavioral change in general. 

One of our contributions is the proposal of a Technology Acceptance Model (TAM) for investigating the acceptance 

tendency of LMS in Correctional Institutions by inmates as a vehicle for participation in skill enhancement and 

knowledge acquisition within the confinement conditions of inmates. The model addresses several issues related to the 

perceived usefulness of an LMS as well as the intention to use such a system for eLearning purposes. We propose a set 

of hypotheses as well as a model that relates the hypotheses to the viewpoint of inmates about LMS and eLearning. The 

model includes aspects of trust towards the system as well as potential risks (e.g., in privacy) in its use. 

Our other contribution is a proposal for a framework that allows partially anonymous, but controlled, access to Web 

information resources from within Cis [15, 16]. This framework is based on a special type of digital credentials, called 

Privacy Attribute Based Credentials or Privacy-ABCs [17, 18]. 

This type of credentials allows users to provide to Web services only the information required for accessing them 

and nothing beyond it. This functionality enables partial anonymity since the real identity of users is not revealed but 

they remain pseudonymous while accessing Web resources. Naturally, since CIs have strict rules, anonymity can be 

removed, by a special inspector entity, if the inmate using the credentials misuses them towards accessing Web 

resources, he/she is not allowed to access. This partial anonymity will help inmates have a feeling of independence 

while they will know that any wrongdoing can be uncovered by the inspector. Accessing Web information will provide 

inmates with equal rights to information acquisition towards self-development and learning purposes. The generic 

platform architecture we propose is flexible and allows for a variety of partial anonymity, Web access, depending on 

the level. 

2- Literature Review 

Education has always been in conflict between two roles: ensuring continuity and stimulating innovation and 

change. Within these, technology presents educational institutions with a new set of difficulties and demands. The 

rate of technological advancement has been remarkable. Today, educators in many nations work with "digital 

natives", who have grown up with modern technology as a normal part of life. Technology enables us to (co -)create, 

acquire, store, and utilize knowledge and information; it enables us to connect with people and resources from across 

the globe, to participate in the development of knowledge, and to share and benefit from knowledge products. The 

subject of how educators use technology in teaching and learning activities persists. According to research , 

integrating technology into education is a complicated process, and the scope of technological uses in schools is still 

quite diverse. Clearly, the utilization of developing educational technologies in (instructor) education has expanded 

over the past several years, yet technological acceptability and utilization remain troublesome for educational 

institutions. In the literature, the subject of what factors influence technology integration in education is constantly 

raised. Measuring user adoption of technology is a method for identifying whether or not an educator intends to use 

new technologies in their educational practice. 

In recent decades, several models have been developed to describe the mechanism behind and factors influencing 

technology adoption such as the Unified Theory of Acceptance and Use of Technology (UTAUT) and the Technology 

Acceptance Model. Also, so far, we find a varied range of earlier research on learners' acceptance of technology (e -
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learning). Those studies fit popular models and theories including the TAM [19], Technology Acceptance Model 2 

(TAM2) [20] and Technology Acceptance Model 3 (TAM3) [21]. The Theory of Reasoned Action (TRA) [22], 

Theory of Planned Behavior (TPB) [23], Unified Theory of Technology Acceptance and Use (UTAUT)  [24] and 

demonstrate the user's stance on technology use in the face of diverse agents. These agents, such as trainee 

characteristics or system characteristics, influence the acceptance of technology [25, 26]. In this perspective, several 

models have been developed further by using outside factors [27, 28]. These models have been shown to influence 

users' acceptance of e-learning stated as "computer self-efficacy", "computer anxiety", "prior experience", 

"enjoyment", "learning motivation", "perceived learning ability", "hedonic motivation", "personal innovativeness" 

and "learner engagement" [29, 30]. 

As shown by the related literature, the original TAM is suitable for investigating LMS acceptance in Cis. Our 

basis relies on its fundamental elements which are the following: Perceived Usefulness, Perceived Ease of Use, 

Intention to Use and Actual Use. We have also, included as a new element the Perceived Self Efficacy (PSE), which 

is the level of confidence in the capacity to accomplish an educational task. Numerous studies have shown that 

increased self-efficacy improves productivity with the help of an (educational, in our case) information system [31, 

32]. Therefore, the content of the additional factor of Perceived Learnability (PL) would be how one perce ives, learns, 

and remembers the operation of an application. As stated by Hu and Hui [33], the person who has higher perceived 

learnability assumes that utilizing an information system helps to improve his/her efficiency [34-36]. Lastly, Fun and 

Reward (FUN) measures the satisfaction of the use of information systems or educational games [37-39] and we have 

included it in the proposed model. 

With respect to the Privacy-ABCs, there are only two applications areas in which they have been applied in the 

educational system: a secondary school in Sweden and a university in Patras (see https://abc4trust.eu/index.php/pub for 

the relevant deliverables). No application exists, to the best of our knowledge, to education within the penitentiary 

system, such as the one we propose. 

3- The target LMS platform for CIs 

Given the relevance and importance of eLearning education for Greek law offenders, in combination with the 

stringent Internet access rules in Cis, it was a challenge to propose and implement an eLearning platform that will 

reconciliate these two opposing goals: preservation of CI rules and eLearning and individuals who are socially 

isolated, this research attempts to describe the method using a flowchart presentation (Figure 1). As a result of what 

has been reported thus far and in light of the present literature, the research questions to be addressed can be described 

as follows: 

 [RQ1] Prisoners of second chance schools in Greece were excluded from education? 

 [RQ2] Access to education and knowledge is a fundamental right of all people and prisoners? 

 [RQ3] Is it possible for Greek prisoners to obtain their right to education via innovative secure tools? 

 [RQ4] Is it possible to avoid third-party monitoring and transfer to particular structures/distance learning centres? 

 

Figure 1. The overall design and implementation approach 

All applications that appear in the “triangle” (Figure 2) reside on the same server which is secured by the firewall 

configuration discussed above. Due to the simplicity of our application, no virtual machines were created since only 

two applications run at each time (served by the Apache Server connection functionalities), a local (to the server) 

Web Browser and the BBB (BigBlueButton – see https://bigbluebutton.org/) virtual classroom platform. Also, no 

cloud architecture and services were created (locally) due to the absence of such a requirement for our application. 

Finally, no outside cloud services were used for the same reason and, furthermore, due to the  string security 

requirements (mainly no or restricted communication with the Internet and the Web beyond the secured prison’s local 

network). 
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Figure 2. Interconnectivity between subsystems 

With respect to security, the installed Apache Server’s enabled mod_ssl module provides an interface to the OpenSSL 

library for strong encryption based on the Secure Sockets Layer and Transport Layer Security (i.e., SSL and, its 

successor, TLS) protocols. 

The learners are connected through Ethernet ports in the establishment’s classroom and the installed, in the classroom, 

computers for increased security. No WiFi connections are allowed to the local WiFi router (the router is configured to 

block any request for connection beyond specific devices, if necessary, with specific MAC addresses). 

The Ethernet ports support only the already connected computers (through whitelisting) and no other computer can 

be connected to them. 

4- The target LMS platform for CIs 

In this section, we propose a model based on technology acceptance factors according to TAM along with the 

involved hypotheses to be tested. The model is shown in Figure 3. Our goal is to assess the “Intention to participate in 

the CILMS”, using the platform we described earlier. Each rectangle represents a TAM factor linked by the correlation 

hypotheses described below. 

The hypotheses should be considered in conjunction with the correlation graph in Figure 3. 

 

Figure 3. The proposed TAM model (negative correlation is denoted by “-“, otherwise it is positive) 
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Table 1. Hypotheses 

H1 
The perceived usefulness of CILMS in skill enhancement and preparation for life after CI period ends is positively related to the 
intention to participate. 

H2 
The perceived usefulness of CILMS in self-improvement with respect to knowledge and interaction with other people (for, both, 
CILMS instructors and students). 

H3 The perceived ease of participation in the CILMS is positively related to the intention to participate in the system. 

H4 Trust in the CILMS is positively related to the intention to participate in it. 

H5 The perceived risk in participation in the CILMS is negatively related to the intention to participate in the CILMS system. 

H6 The perceived risk is negatively related to the perceived usefulness of the CILMS in self-improvement of the participants. 

H7 Trust in the CILMS is negatively related to the perceived risk in using the CILMS. 

H8 Trust in the CILMS is positively related to the perceived usefulness of the CILMS. 

H9 Trust in the CILMS is positively related is positively related to the perceived usefulness of the CILMS system. 

H10 Trust in the CILMS system is positively related to the perceived ease of participation in it. 

H11 The perceived usefulness of CILMS in self-improvement is positively related to perceived usefulness of the CILMS system. 

H12 The perceived ease of participation is positively related to perceived usefulness of the CILMS. 

H13 Fun and Reward, in participating in the CILMS, is positively related to the perceived ease of participation in this system. 

H14 The intention to use the CILMS is positively related to the Usage behaviour. 

The proposed model is based on the model deployed in Stamatiou et al. [40] for assessing the effectiveness of privacy-

preserving authentication technologies and, Privacy-ABCs in particular, in course evaluation systems in higher 

education. 

The standard TAM factors, included in Figure 3, are defined as follows (see, also, [40]): 

 Perceived Ease of Use is the degree to which a person believes that using a particular system would be free of 

effort or with small effort. 

 Perceived Usefulness is the degree to which a user believes that using the target system would enhance his or her 

skills and performance. 

 Intention to Use, also called Behavioural Intention in the related literature, refers to the degree to which a user has 

formulated “conscious plans” to use or refrain from using the target technology. 

 Usage Behaviour is the actually observed and measured usage, for instance frequency and duration of the usage of 

the target system. 

TAM-based studies may, also, include external variables that possibly influence Perceived Usefulness and Perceived 

Ease of Use. Such external variables may depend on characteristics of the target system (e.g., relation of the system 

towards the intended user’s tasks and perceived quality of the system's effectiveness), the differences among users (e.g., 

age, gender, previous ICT experience, and computer competency) or even characteristics of the user's environment (e.g., 

appropriate technical support, influence from other users). However, the actual usage of the system is, frequently, not 

considered in the studies reported in literature. This is due to the fact that actual usage data is, usually, not available or 

can be obtained over a prohibitively long time period. Thus, TAM studies usually focus on the Intention to Use only, 

which is considered to be, also, a reliable predictor of the actual usage of the system, although less accurate quantitatively. 

However, we have included this factor in order to be able to assess not only the intention to use, but whether this intention 

is transformed into actual use of the CILMS. Actual system use can be obtained with suitable applications that record 

the time periods over which users are connected to the CILMS and use the eLearning material. 

We, finally, remark that our study includes, in contrast to all other TAM studies except the one in Stamatiou et al. 

[40] (to the best of our knowledge) several trust-related (i.e., trust towards the CILMS) factors (see Table 1). We believe 

that trust towards ICT system may lead to increased intention to participate as well as usage behaviour (i.e., frequency 

of use) as it was demonstrated in Stamatiou et al. [40]. Trust, in the case of our target CILMS, is based on privacy- 

preserving technologies which authenticate users (over some selected identity fields) retaining their anonymity. Our 

viewpoint is that inmates confined in CIs will feel more at ease knowing that they preserve some privacy when using 

information technologies in the CI premises. Actually, as we will explain in the next section, privacy-preserving 

technologies provides more freedom to inmates retaining, however, the constraints in site access imposed by CI 

regulations. We, thus, have included the trust and privacy factors in our TAM model in order to capture this fact and 

investigate the extent to which privacy-preserving technologies affect intention to use of a target system (in our case the 

CILMS). 
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5- Privacy-Preserving Authentication for Controlled Web Access in CIs 

The deprivation of freedom, i.e., imprisonment, has always been a resonant but still civilized method of punishment 

for delinquent or law-offending behavior. However, notwithstanding the significance of punishment, achieving the 

convict’s discipline and rehabilitation in society is (or should be) an additional goal of imprisonment following our 

civilization’s humanitarian values. This is especially so for juvenile or misdemeanor law offenders who are expected to 

lead an everyday personal and professional life after discharge from a CI. 

Although integration with the physical society may not be possible due to the confinement in the CI, integration with 

the digital society is achievable without discarding or downplaying the role of the penitentiary system, which relies on 

imprisonment as a means of punishment. The eLearning platform we described above is one step forward in this 

direction. However, the goal should be to keep offenders abreast with world developments and infuse them with a feeling 

of “limited freedom”, suppressing the emergence of the “imprisonment stigma”, that will ease their anxiety and stress 

(especially for young people). 

The EU has taken some steps towards this direction. For instance, much like in several other EU countries, prisoners 

at the prison in Gera, in the eastern German state of Thuringia, are allowed to browse selected online content*. As 

Thuringia's ministry of justice states, pages that are not blocked, such as employment agencies and probation assistance 

services, can help with inmate’s rehabilitation. Moreover, some young prisoners are, even, allowed to produce a podcast 

about prison life which may act as a deterrent to crime for young people. Notably, a communications company in 

Hamburg that specializes in the justice domain has, even, created a new technology to support Internet access in prisons. 

Its mission statement is that “the human right to communicate and the right to information are fundamental humanitarian 

necessities and must not be regarded as a luxury by law enforcers". To serve this purpose, the firm has developed the 

"Multio" system, which is a computer system with restricted access to the Internet. It is capable of receiving radio and 

television broadcasts, as well as making telephone calls. However, the online behavior of inmates is closely monitored 

by CI personnel. However, the use of new technologies and services by inmates should not create suspicions of 

surveillance and privacy violation otherwise the goal to provide access to the opportunities of new technologies to 

inmates and respect their privacy, at an elementary level at least, will fail. Access to the Web and visit to services and 

websites should not evoke a feeling of a Panopticon, i.e., a “digital prison” within the physical prison itself. The 

Panopticon (meaning “all-seeing”), originally conceived by the eighteenth-century utilitarian philosopher Jeremy 

Bentham as an architectural design for circular prisons, has nowadays, in the digital era, a connotation for “constant 

online observation” as a means of control mechanism and discipline, marking the transition to a disciplinary power 

where even the slightest movement is supervised, and all events are recorded. Unseen by the prisoners, the structure of 

Panopticon would allow warders to observe the tiered ranks of cells and survey them from the center of the circle building 

up a subtle still powerful internalized oppression among the isolated inmates. This consciousness of constant surveillance 

allowed later on Foucault and other scholars to employ Panopticon as a metaphor to explore the relationship between 

systems of social control in a disciplinary situation, point out the individuals’ deprivation of freedom and subjection to 

discipline and focus on the power/knowledge concept. 

In what follows, we propose a Web access model for CIs (beyond the eLearning LMS described above) that can ease 

the feelings of exclusion, inequality, and neglect of offenders concerning the digital (at least) society while, at the same 

time, respects the penitentiary system’s goal of confinement and deprivation of some aspects of freedom. This Web 

access model relies on a new type of digital certificate called Attribute Based Credentials, or ABCs, for short. The critical 

characteristic of ABCs is that they allow a partial identification of a user towards a service by enabling the user to 

disclose only those aspects of his/her identity necessary to access the service. In contrast, commonly used user 

authentication methods (e.g., based on Public Key Infrastructures, or PKIs) that are employed today for controlling 

access to Web services most often fall short of balancing users’ privacy as well as services’ access restrictions, such as 

the ones that Cis should impose on Web access by inmates. 

This partial authentication state occurs in Web services in that only a (usually small) subtotal of a user's complete 

identity profile would be required to permit access. These types of services vary from access to online libraries, where a 

complete identity profile need not be provided to access e-books, but simply a verification that one is a subscriber to the 

library, to online movie watching, where it may be necessary to show that one is of the proper age (e.g., over 18) to be 

able to view certain movies. In such apps, there is an apparent necessity for partial rather than full disclosure of the user's 

identity. Privacy Attribute-Based Credentials, or Privacy-ABCs in brief, is a privacy-preserving, partial authentication 

technology for users. Privacy ABCs are being issued like regular electronic credentials (e.g., PKI-based) employing a 

secret signing key that belongs to the credential holder. The issuer can be, for example, the administration of the CA or 

the Department of Justice (DOJ). Nevertheless, the user can convert the authentication credentials into a new format, 

named presentation token, which exposes the information necessary to access a service. This new credential can be 

authenticated with the issuing party's public key. 

                                                           
* https://www.dw.com/en/internet-access-for-germanys-prisoners/a-16967584 
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The use of Privacy-ABCs can create a vast range of new use cases for CI information systems based on three 

credential properties. First, Privacy-ABCs allow for secure and trustworthy verification of individual attributes out of a 

larger credential without giving away the whole set of personal data. The attribute types are not limited to the small set 

that can be vouched for by a public issuer. Rather any type of attribute value can be described. Therefore, a broad 

deployment of Privacy-ABCs allows for a radical rethinking about the necessity of processing of personal data in 

particular for authentication and verification of attributes.  

A second privacy challenge that is being faced with the privacy-enhancing properties of privacy-enhancing ABKs is 

the necessity to collect personal data only in the more or less likely case that the verifier will need the information at a 

later stage. This might happen in the case of a client not paying or in other cases of breach of contract. The verification 

mechanism provided by Privacy-ABCs allows for identity disclosure under present circumstances given that encrypted 

attribute values have been provided and stored as part of the presentation token. The party that only needs the personal 

data under special conditions then does not have access to the encrypted personal data unless the conditions for an 

inspection are met. With Privacy-ABCs it is nevertheless possible for the trusting party to verify that the encrypted 

content really consists of the requested attributes. Thus, inspection allows to abstain from collecting personal data in 

business cases, which only require contacting the User under certain special conditions. Finally, unlikability is a third 

key benefit of Privacy-ABCs. Transactions done with Privacy-ABCs cannot be linked to the User or to each other unless 

attribute values allow for linking or it has been explicitly specified otherwise. This prevents tracking and profiling of the 

Users by Verifiers. Unlikability is a prerequisite for data minimization and purpose binding. The principle of purpose 

binding stems from the standard requiring that personal data should be "collected for stated, explicit and lawful purposes 

and should not be processed further in a manner inconsistent with these purposes", Art. 6 sec. 1 (b) of Directive 

95/46/EC. Privacy-ABCs support this principle in several ways. Processing personal data separately for each purpose or 

transaction allows a clearer connection with the respective purpose and eases the later deletion of personal data related 

to a transaction, e.g., for deletion after the regular storage period. With presentation tokens being unlikable by default, 

this idea is supported and can be enforced. Further, the presentation policy of the Verifier stipulates the categories of 

personal data that are necessary for the particular transaction. This results in the effect that storing the presentation tokens 

means that only the personal data necessary for the respective transaction is retained. 

With these properties, Privacy-ABCs allow for a radical rethinking of the concept and understanding of necessary 

processing of personal data and the need-to-know principle. Privacy-ABCs may even help to enforce the rethinking 

process if the technology must be taken into consideration for the evaluation of what is necessary processing. This should 

be the case once the technology of Privacy-ABCs has been tested and is broadly available – maybe even as part of a 

unified European eID. However, as to which data controller are forced to deploy Privacy-ABCs and other privacy 

enhancing technologies is an open question. Art. 17 sec. 1 of Directive 95/46/EC refers insofar to the state of the art and 

the costs of implementation. Therefore, such technologies must be sufficiently mature and considered state of the. 

Clarifying this question and enforcing the deployment of privacy-preserving technologies by data controllers is a task 

for future legislative actions. In Figure 4 we see the entities involved in a Privacy-ABCs system: 

 The User is at the center of the picture, collecting credentials from various Issuers (i.e., eServices from the eGov 

domain) and controlling which information from which credentials she presents to which verifiers (other eServices 

that she is allowed to access). 

 An Issuer issues digital credentials to users, thus certifying the accuracy of the information included in a credential 

in relation to the user to whom the credential was issued. Before issuing credentials, the Issuer should authenticate 

the User, preferably in person, in the CI. Thus, in our context, the issuer should be the CI itself since the authorities 

can verify an inmate’s personal information. In the identity management terminology, the Issuer is, sometimes, 

termed identity provider or attribute authority. 

 A Verifier secures access to a resource or service it offers by restricting the credentials that people must hold and 
information about these credentials that people must provide in to gain access to the service. The verifier's 
restrictions are outlined in the presentation policy. The user produces from their credentials a presentation token 
containing the required information and support cryptographic evidence. In the identity management literature, the 
Verifier is at times referenced as the relying party, server, or service provider. 

 A Revocation Authority oversees withdrawing credentials that have been issued so that those credentials can no 
longer be used to create a presentation token in services. The use of a specific revocation authority may be enforced 
by the issuer, in which case the revoked credentials are not usable with any auditor for any purpose, or by the 
auditor, in which case the effect of the revocation is local to the auditor and does not affect presentations with other 
auditors. Both the user and the verifier need to retrieve the latest revocation information from the revocation 
authority to produce presentation certificates, appropriately. 

 An Inspector is a trusted principle that can de-identify presentation tokens under certain conditions. In our case, 
this should be the Ministry of Justice (MoJ). To exercise this capability, the verifier should specify in the 
presentation policy which inspector should be able to retrieve which attribute(s) under which circumstances. 
Therefore, the operator is aware, always, of the de-identification options when creating the token and is actively 
involved in order to facilitate this. Thus, the user can make an informed decision based on his or her trust in the 
Inspector. Also, users avoid wrongdoing, while online, since there is a possibility that their actions will be 
uncovered by the Inspector. 
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Figure 4. The Privacy-ABCs entities 

In an actual deployment, some of the above roles may be fulfilled by the same entity, e.g., Ministry of Justice, or split 

among many independent authorities, for enhanced trust. For instance, an Issuer may simultaneously play the role of the 

Revocation Authority and/or the Inspector, or an Issuer could later be the Verifier of tokens derived from credentials it 

has issued. Figure 5 shows all these entities in the proposed architecture as well as their interactions. 
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Figure 5. The proposed Privacy-ABCs architecture 

We, now, describe the main usage scenario: 

 The CI, acting as an Issuer (see Figure 5, left-hand side), issues Privacy-ABCs credentials on a smart card for each 

inmate, containing his/her personal information according to the credentials format in Figure 6. 

 

 

 

 

 

 

 

 

 
Figure 6. The proposed Privacy-ABCs credentials set 

 



Emerging Science Journal | Vol. 6, Special Issue , 2022 

Page | 249 

 The Restricted Area System redirects the inmate to the Web information source the inmate requested, if approved 

by the regulations. Such Web information sources may include, for instance, educational material, electronic news 

web pages, job related information etc. 

The inmate accesses the Restricted Area System situated in the Ministry of Justice and authenticates himself/herself 

partially anonymously by providing only a subset of the information in his/her credential in Figure 6. For instance, he/she 

proves that he is an inmate in a CI and no special restrictions exist for Web access. He/she does not need to provide 

his/her name or other identifying information. 

At this point, it is interesting to compare our present study framework with the one deployed by Stamatiou et al. [40] 

to evaluate how privacy-preserving authentication technologies enhance users' trust in educational services. The study 

by Stamatiou et al. [40] implemented Privacy-ABCs in course evaluation systems in higher education (e.g., Universities) 

so that users could be partially identified as students at the university who have attended sufficiently many times the 

courses under evaluation. However, no PID information was disclosed during this partial authentication process. Our 

present study, although it also targets educational services, differs significantly from the study of Stamatiou et al. [40]. 

The main difference is the contexts of the studies. To the best of our knowledge, our study is the first to investigate the 

effect of using Privacy-ABCs for authentication, which implies a form of freedom in a context where users are deprived 

of their (at least) physical freedom, i.e., a CI. Thus, we expect that the results of our study, when it is feasible to conduct 

it, will demonstrate whether (and how) privacy-preserving technologies can contribute to easing inmate’s feelings of 

privacy deprivation and help them become acquainted with and use new technologies towards self-improvement. 

Furthermore, our study, in contrast with the study in Stamatiou et al. [40], will focus on whether privacy-preserving 

technologies can contribute to the enhancement of users’ skills and knowledge in contrast with the study in Stamatiou et 

al. [40] which focused on using course evaluation systems, which are not related the educational and learning processes, 

and not eLearning ones. 

6- Conclusions 

In a rapidly evolving world and with the emergence of the Digital Society and Digital Democracy, digital 

technologies are constantly growing, which has a significant impact on the digital economy, productivity, innovation, 

and social life [41], as well as equality to information and education access. Thus, digital technologies have modified 

the value and role of education, training, and access to Web information towards self-development. 

Our civilization’s values and culture consider equality of opportunities and non-discrimination as fundamental pillars 

of society. Thus, our viewpoint, expressed in this paper, is that Correctional Institutions can serve a more important, for 

these pillars, role apart from the punishment of law violation by offering inmate’s equal rights to education as well as 

Web knowledge and information, respecting the CI’s main role and regulations. 

On the one hand, e-learning-based education demands, besides other requirements, a wide variation, and flexible 

learning modes and processes offered by ICT, as they can be adjusted to the personal and cognitive needs of each 

individual (Both the European Commission's Action Plan (January 2018) and Greece's National Strategy aim, moreover, 

at the digital preparedness of educational institutions, the improvement of digital skills and the development of training 

in data analysis, emphasis on creating eLearning courses on LMS platforms [42]. The proposed eLearning platform and 

TAM evaluation model fit precisely within this framework and serve its goals. 

On the other hand, eLearning is not the only digital good that enhances people’s horizons and opportunities, which 

is more critical for CI inmates who are physically isolated from the world. In addition, the wealth of Web information 

and knowledge can offer new routes to inmates for rehabilitation and self-development after the CI term is over. 

Our viewpoint is that eLearning and controlled Web access should also be included among the fundamental human 

rights for CI inmates to counterbalance the isolation from physical society. Inmates are still human beings. Indeed, they 

should receive the confinement punishment dictated by law. However, our civilization’s democratic values do not have 

a place for revenge, only for lawful punishment. The goal should be rehabilitating inmates into society, but this cannot 

be accomplished if they are not provided with equal self-improvement opportunities while in the CI. Thus, our society’s 

goal should be to help inmates acquire knowledge and digital skills in order to enhance their competencies and upgrade 

their qualifications when they return to physical society. 

This viewpoint has been demonstrated with the development and evaluation of acceptance by inmates through the 

TAM technology acceptance methodology, as well as the proposal of a generic privacy-preserving, Web information 

and services access model for CIs which can, at the same time, provide sufficient information access freedom while 

respecting the restrictions which should be imposed on such access for CI inmates. 

On the other hand, we recognize that our study has certain limitations. Two significant difficulties pose obstacles to 

the proper implementation of our TAM framework. The first difficulty is that during the (still ongoing) COVID-19 

epidemic, we were not even considered for a permit to enter a CI and conduct our study based on the proposed TAM 
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research framework. The second difficulty is inherent in the way Cis operates in most countries. Access to conducting 

various studies is restricted and is approved only after several procedures, which take a significant amount of time and 

effort to conclude. Often, inmates are suspicious of the outsiders’ aims and goals and refrain from participating in such 

studies. Even the CI’s personnel may feel awkward or reluctant to assist. Our findings during the development of the 

TAM framework have shown that the stringent rules of Cis, at least in our country, do not provide a relaxed context to 

conduct a TAM-based eLearning platform acceptance survey with questionnaires. In addition, the planned TAM-

oriented questionnaire should ideally be completed by those who have completed at least one of the online courses 

offered in a CI. Unfortunately, CI confinement and rules may hinder a massive course completion by CI inmates. 

As future work, we believe that privacy-preserving authentication techniques and Privacy-ABCs, in particular, can 

be deployed in other information systems already used or planned to be introduced in CIs. For instance, Privacy-ABCs 

can support the development of online psychological support or online discussion with experts system for inmates. They 

could authenticate themselves, partly to this system revealing, for instance, their inmate status, sex, and age (or range in 

which age belongs) and receive anonymous support for problems they may face in the CI. Finally, Inmates can use 

Privacy-ABCs for anonymous questionnaire completion by inmates, with respect to the acceptance of the eLearning and 

skill development courses they attend and for conducting anonymous (but partially authenticated) surveys concerning 

daily life and conditions in the CI. The generic credential format shown in Figure 6 is entirely reconfigurable. It can be 

enhanced and augmented with new fields of any type, which can be verified anonymously by the Privacy-ABCs engine. 

However, due to the subtle issues that beset the operation and rules of traditional CIs, our study has revealed that the 

success of the introduction of new technologies and digital services, such as eLearning, in CIs requires collective action 

from several sources. First, politicians should reform the CI operation legal framework in order to introduce more 

information technologies and more freedom to inmates in using them, of course with appropriate restrictions. As we 

saw, a step in this direction was taken, among other countries, by the German state of Thuringia, where inmates are 

allowed to browse selected online content from CIs. Then, technology experts should configure properly devices and 

applications installed in CIs to provide suitable isolation between the CIs internal network and the outside Internet world. 

Also, privacy-preserving technologies can help enhance the feeling of freedom and self-control in inmates and provide 

a relaxed environment in which inmates can improve and enhance their knowledge and skills. Finally, there is a necessity 

for the development of several technology evaluation frameworks, such as the TAM framework we described in this 

paper, which, however, will embrace not only technological aspects of new technologies in CIs but, also, legal and 

psychological factors that appear to affect inmates’ intention to use the technologies. 

In conclusion, we feel that Privacy-ABCs can relieve the effects of the deprivation of freedom in CIs and help inmates 

develop their skills and interests. At the same time, CI has less anxiety and more self-confidence since they empower 

them to handle their privacy and freedom to reveal, about themselves, only the necessary personal information necessary 

to use a service such as the eLearning platform we described in this paper. 
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