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Abstract 

Objectives: This paper addresses the problem of secure data storage and sharing over cloud storage 

infrastructures. A secure, distributed cloud storage structure incorporating the blockchain structure 
is proposed that supports confidentiality, integrity, and availability. Methods/Analysis: The proposed 

structure combines two well-known technologies: one of them is the Ethereum Blockchain and its 
Smart Contracts and the other is the RSA encryption and authentication scheme. The Ethereum 

Blockchain is used as a data structure, which ensures data availability and integrity while RSA 

provides sensitive data confidentiality and source authentication. Findings: As a result, users of the 
proposed structure can trust it and be certain that they can securely exchange information through a 

publicly accessible and shared cloud storage. The application can be used either through a user 

interface (UI) or a command-line interface (CLI). Novelty /Improvement: The novelty of this work 
is that the system that is proposed could be used for secure data storage on the cloud as well as for 

file sharing and authentication verification. Also, secure data storage and file sharing are already 

offered by the proposed system. 
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1- Introduction 

As a result of the wide availability of storage facilities with huge capacities (e.g., data centers) as well as cloud 

infrastructures over these facilities, distributed information structures and systems (see, e.g., [1]) are commonly used by 

organizations and businesses for data storage and sharing. Multiple computers and storage resources are connected 

transparently as a uniformly accessible "single" resource that users can deploy in order to store and share their files and 

exchange information. 

The Blockchain [2], in particular, is one of the most popular openly distributed structures that can be used to securely 

store, and share information related to cryptocurrency creation and spending [3]. The blockchain structure is composed 

of blocks forming a linked list. Each block stores transaction data, ensuring the integrity and availability of stored 

information. The computation nodes are the participants in the blockchain network, and each of them "mines" the 

cryptocurrency transactions. Specifically, a transaction is «verified» by the node, which was the first one that solved a, 

computationally, difficult mathematic problem which is computation intensive and requires powerful hardware 

resources. Consequently, data in a block cannot be modified and cannot be deleted since this hard work must be repeated 

for numerous blocks in the blockchain, which is computationally infeasible. Thus, the blockchain, by design, ensures 

the integrity and continuous availability of the stored data. 
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The blockchain’s first application domain was digital currency, in particular bitcoin, which is a decentralized 

cryptocurrency based on the peer-to-peer, distributed, and integrity properties of the blockchain structure. Due to these 

properties of the blockchain, cryptocurrency does not require a centralized regulatory body. The monetary transactions 

are stored in the blockchain structure, and they are secured by the participating peer network nodes through cryptographic 

constructs. New bitcoins are constantly being issued and given as a reward to those who confirm transactions (called 

"miners"). 

Over the years, however, it has been realized that blockchain has application potential for several application domains 

beyond cryptocurrency. It is, indeed, a general decentralized, peer-to-peer based, mechanism where existing information 

is verifiable through complex cryptographic units of computational work. Although the market for digital cryptocurrency 

led to the invention and development of blockchain technology, the blockchain structure can store, virtually, any kind 

of information that requires a high level of integrity and verifiability. Specifically, with respect to storage of persistent 

and immutable information, the blockchain is one of the best available distributed solutions. However, it cannot ensure 

the confidentiality of stored data since blockchain information is open and publicly available. Therefore, a user cannot 

trust the blockchain structure to share sensitive information with other users. Therefore, a secure method (see [4]) should 

be introduced in the blockchain structure to ensure that users’ sensitive data can be shared with only the intended 

recipients in an integrity and confidentiality preserving manner. The well-known RSA public key encryption algorithm 

(see, e.g., [5]) can be used (among others), both for authentication and data confidentiality. It is an asymmetric encryption 

method that uses the public/private key pair approach, where data can be encrypted using the public key of a user and 

be decrypted by the public-key’s pair, the private key. The public key (unlike the private) can be visible to everyone in 

a network. 

Our work proposes a combination of the confidentiality offered by the RSA public key encryption scheme with the 

integrity and sharing, peer-to-peer features of the blockchain structure. The proposed scheme was also implemented, 

producing a shared cloud storage construct that can be deployed for secure, integrity-preserving, and source-verifiable 

data sharing over the Internet as a cloud service. 

In contrast with all the recent related works we review in Section 2.1, our proposal has the following novel elements: 

 It deploys a strong public key encryption algorithm, RSA, on a 2048-bit key, that provides strong data 

confidentiality as well as data authentication through the public keys that are verifiably uploaded in Ethereum smart 

contracts. RSA works as a plug-in in the proposed scheme, and, thus, it is easily replaceable by some other public 

key algorithm if necessary. 

 Files of unlimited size can be uploaded since they are divided into several encrypted, but chained in the correct 

order, pieces distributed over the Ethereum blocks – Ethereum operation also provides a file integrity functionality. 

 Files can be shared with any user as long as he/she uploads his/her public key into a smart contract and performs 

the file sharing protocol we define. 

2- Literature Review and Our Proposal 

2-1- Background and Literature Review 

The blockchain falls into the generic system category of distributed systems. A distributed system is a collection of 

standalone computers connected by a network infrastructure in order to deliver, collectively, integrated computational 

services. These computers may operate independently of one another. These independent computers, which are often 

referred to as nodes, can be either devices (as in the case of the Internet of Things) or processes (computational tasks 

that run automatically or manually). The nodes exchange "health check" messages, also known as health checks, to 

ensure the correct operation of the distributed system. In any case, the distributed system's objectives remain 

unambiguous and unaltered. These objectives include adaptability, performance, reliability, and accessibility. 

The blockchain as a distributed, shared structure, supports, essentially, a series of peer-to-peer, distributed 

transactions (e.g., purchases from e-shops). Each new group of entries, called a block, is chained to the entries of the 

previous block, creating a "chain" of grouped transaction entries, which is the "blockchain". The blocks arise through a 

process in which the algorithmic solution to a computationally hard problem is computed, as described below. In this 

way, the blockchain functions as a peer-to-peer distribution system known to all users, ensuring the security and 

transparency of transactions. Thus, it is no longer necessary to have an intermediate "trust" authority (e.g., a bank), while 

trust in the participants is based on algorithmic and indisputable confirmations. 

Based on the blockchain, for cryptocurrency and monetary transactions, in particular, each paying user transfers one 

or more cryptocurrency units to the receiver as follows: the payee signs the hash of the previous transaction in the chain 

along with the recipient's public key and adds the result to the end of the current block, enabling confirmation by the 

recipient. Double spending is prevented as follows: transactions are made public to everyone, and there is a system in 

which participants agree on a version of the order in which each transaction has been executed (the longest blockchain 

rule). The receiver requires proof, at the time of the transaction, that the majority of the blockchain nodes accept that it 

was indeed the first transaction, preventing, thus, any attempt at double spending. 
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This approach requires a value that, when entered as input to a hash function, causes its output to start with a certain 

number of leading zeros. Therefore, the work (i.e., the computational "effort") required to find this hash value is 

exponential in the number of zeros. The more zeros required; the more exponentially costly work is required to obtain 

the required hash input. The proof of this work is provided by increasing a value inside the block until a value is found 

that leads to a hash value having the required number of leading zeros. Once the computational effort has been used to 

satisfy the proof of work, the block cannot be changed without expending a formidable amount of computational effort 

to, essentially, recompute the hash values of the whole blockchain. Thus, when a transaction block is "buried" sufficiently 

deeply in the chain, it can be considered confirmed, or "locked". 

Since the transaction (block) information is distributed in multiple copies over a large network of peers (computing 

notes), it is very difficult for external, malicious entities to interfere with the operation of the blockchain since there is 

no single point of failure. The nodes in the network are also not owned by any single institution or organization (e.g., 

banks, large companies, political parties, or countries, etc.), thus ensuring a high level of transparency. This makes the 

blockchain a suitable technology for storing information that requires a high level of integrity and verifiability (as in our 

application, which will be discussed later). 

Public visibility and access to the blockchain ensure the availability and transparency of transactions as well as the 

dissemination of information. In the same context, the audit process is facilitated by eliminating any possible 

infringements precisely because of the public nature of the data. At the same time, the need for intermediary parties that 

increase costs and decrease trust disappears since all information related to the transaction is encrypted within the 

blockchain. However, each participant can see the transactions without further details. Therefore, data stored in the 

blockchain has the properties of availability and integrity by default. The term "data availability" means that the data is 

always available, while the term integrity means that the data remains immutable under any circumstances and at any 

time. Although the blockchain is considered reliable distributed storage, some vulnerabilities and potential attacks have 

been reported (see [6, 7]). 

With respect to work related to ours, He et al. [8] propose an Access Control Scheme for sharing the data on the cloud 

using an attribute-based hierarchical data access control scheme. However, the use of blockchain technology is referred 

to, in the paper, as future work. Then, Wang et al. [9] propose an Access Control Scheme for sharing data based on 

ciphertext-policy attribute-based encryption (CP-ABE) on the Ethereum platform. However, this scheme allows for 

sharing of the encryption key among several users while encrypted data is stored in the Ethereum contract structure, 

which precludes its use for other purposes. Wang et al. [10] propose a privacy-guaranteed and user-controlled data 

exchange scheme for IoT devices using fine grained and attribute-based encryption (CP-ABE) in Ethereum Smart 

Contracts. Their scheme is particularly tailored for IoT devices, whose processing power limitations preclude their use 

as distributed data storage, much like "multi-element" cloud structures. Qin et al. [11] propose an access control scheme 

for secure data sharing on the cloud based on a multi-authority approach and Shamir’s secret sharing scheme on the 

Hyperledger Fabric platform*. This proposal, however, suffers from the secret sharing requirement, which is beset by 

the key management issues inherent in key sharing schemes.  

Zuo et al. [12] propose a secure data sharing scheme on the cloud, without any third trusted parties, based on 

ciphertext-policy attribute-based encryption (CP-ABE) and blockchain technology. Zhu et al. [13] propose a 

management scheme for digital assets using transaction-based access control and attribute-based encryption (CP-ABE), 

on the blockchain. This scheme focuses mostly on asset access permission management rather than encrypted data 

sharing. Di Francesco Maesa et al. [14] propose an auditable access control system based on a generic access control 

scheme on the Ethereum platform. However, in this proposal, the authors focus on transaction auditability due to the 

immutability and transparency properties of the Ethereum blockchain structure and not on encrypted data sharing. Gao 

et al. [15] propose a trustworthy, secure data exchange scheme for policy based on blockchain-based access control. In 

this proposal, the blockchain structure is deployed for traceability and accountability purposes since users can prove the 

authority of data using smart contracts. Again, in this work, encrypted data sharing is not the focus. Sun et al. [16] deploy 

a ciphertext-based encryption scheme for electronic medical records access based on the decentralized InterPlanetary 

File System (IPFS) and blockchain technology. However, this proposal deploys a separate system (the IPFS) beyond the 

blockchain and, thus, becomes technology dependent. The same disadvantage exists in the proposals of Zhang et al. [17] 

and Steichen et al. [18] for a decentralized access control mechanism for data sharing on the Ethereum platform. Arthur 

Sandor et al. [19] propose a decentralized system for mobile cloud data storage based on a multi-authority access scheme. 

The focus here is not encrypted file exchange. Stanciu [20] proposed an Edge Computing control system based on the 

Hyperledger Fabric platform. Again, the focus is not on encrypted files and data sharing. Finally, blockchain multiparty 

access control schemes, but with no emphasis on encrypted file sharing, are proposed by Zhu et al. [21], Paillisse et al. 

[22], and Guo et al. [23]. 

In the next subsection we provide the key elements of our approach. 

                                                           
* https://www.hyperledger.org/use/fabric https://www.hyperledger.org/use/fabric 
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2-2- Our proposal: The Ethereum Blockchain and the RSA Algorithm: Our Main Building Blocks 

Ethereum is an open blockchain platform that enables the creation, execution, and use of decentralized applications 

and smart contracts using the Solidity programming language. Typical is the facilitation and automation it offers to the 

interaction between the participants of the network. Ether (ETH) is the currency of the implemented application and 

works as a price for mining in the Ethereum network. 

Ethereum was released in July 2015. It is a decentralized platform that uses the so-called "smart contracts" concept. 

Smart contracts are self-activating contracts or applications that work exactly as planned without any possibility of not 

executing (i.e., the Ethereum blockchain is never down and always running), censorship, fraud, or third-party 

interference. Ethereum has a capability that goes far beyond the properties of a pure P2P digital currency such as Bitcoin. 

Ethereum is very similar to a smartphone operating system on which software applications can be created (see [8]). 

From a technical point of view, the Ethereum platform itself is not a cryptocurrency. However, like other open, 

unauthorized blockchains, Ethereum requires a value chain within the chain to enable on-net transaction validation (i.e., 

a payment method for network nodes performing the operations). This is where Ethereum (ETH) cryptocurrency comes 

into play. Ether not only allows you to build smart contracts on the Ethereum platform (i.e., feed them), but also acts as 

a medium of exchange. Like Bitcoin, Ethereum currently uses a PoW (Proof of Work) consent mechanism but is slowly 

moving towards a PoS (Proof of Stake) consent mechanism, known as the Casper protocol. The development of 

Ethereum is promoted and supported by the Ethereum Foundation, a Swiss non-profit organization founded by the 

inventors of Ethereum. A large volume of Ethereum was "pre-mined" (i.e., mined / created before the official release of 

the currency to the public) by its inventors and sold in large numbers to pay for development costs and to fund the 

Ethereum Foundation. Just like Bitcoin, Ethereum is a prime example of an open, unauthorized Blockchain. Anyone can 

join or leave the Ethereum network at will without having to be pre-approved by any central entity, and like Bitcoin, 

Ethereum (ETH) can be categorized as a pseudo-anonymous currency). 

On the other hand, with respect to data confidentiality, the RSA (Rivest-Shamir-Adleman) crypto algorithm is one of 

the first public-key encryption algorithms and is widely used for secure data transmission. It is based on the difficulty of 

factoring large numbers (today, usually in the range of 1024 to 2048 bits). Two keys are used, one public during 

encryption and one private for decryption. The acronym RSA was derived from Ron Rivest, Adi Shamir, and Leonard 

Adleman, from whom the algorithm was first published in 1977. 

One of the most basic (perhaps the most basic) applications that the algorithm encounters is encrypting data sent by 

browsers. The well-known HTTPS protocol differs from that of HTTP in that the former encrypts the data before the 

server accepts it. The network layer where this encryption takes place is called the transfer layer, and it takes over this 

process. Thus, for each web page that is accessed through the HTTPS protocol, for example when a user registration 

form is filled in, the data is encrypted before it reaches the server so that the "channel" that connects them is secure and 

no one can access information from a malicious user. The attack, as mentioned earlier, is called a man-in-the-middle 

attack (Figure 1) and describes the process by which someone managed to appear between a client-server and read any 

information they exchanged. 

 

Figure 1. The Man-in-the-middle attack 

Nevertheless, the RSA algorithm still solves the problem through the reliable encryption process it provides. It is 

worth noting, of course, that for the above use of RSA, not only a pair of keys is used but also some other entities (e.g., 

the Certificate Authority), which make communication even more reliable. In short, they certify that the keys were 

generated by a reliable source and for the specific website (URL) that is accessed. 

3- The Proposed System 

3-1- The Blockchain Perspective 

It is well known that the blockchain structure can be exploited in several application domains [24, 25, 26]. The most 

popular one is the cryptocurrency exchange, where multiple users can interact with the system. This paper proposes a 
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solution for the problem by taking advantage of blockchain as a data structure, where data is available and remains 

unmodified by default. 

In general, our belief (as it will become apparent from the application we describe in this paper) is that the blockchain 

can be organized (for the application type we describe) into something like an ADT (Abstract Data Type) in the context 

data structures that store information. An ADT is the description of a data storage structure plus the operations allowed 

on it, much like a stack or a tree data structure, for instance. We may have an abstraction of the blockchain with a 

corresponding generic, high level, API that will support high-level operations such as "Add record", "Verify transaction", 

"Search for transaction", "find the longest transaction chain between two owners", "find the shortest path between two 

transactions," etc. In this way, several types of applications [27, 28] can deploy the blockchain in order to have a seamless 

integration layer with the application level (i.e., a transparent application/security level interaction) that will form a layer 

on which all application domains will be based for building trust, privacy, and security for their users. 

3-2- The System Architecture 

The proposed system (Figure 2) uses the Ethereum Blockchain [29] and the Smart Contracts [30] for user-system 

interaction. 

 

Figure 2. Flowchart of Proposed Methodology/System 

The system’s operation is divided into four tasks: 

 1st Task - RSA key generation: 

The user must, initially, generate his/her public-private RSA key pair and upload the public key, along with a 

unique username, to the blockchain. The following figure (Figure 3) describes the process for creating and storing 

RSA keys. Two “.pem” type files are generated, one of which containing the private key (“private.pem”) and the 

other the public key (“public.pem”). Then, the user selects the folder destination in his/her local machine in which 

these files will be stored. During this first step, the user does not interact, yet, with the blockchain. 

 

Figure 3. RSA Key Generation (2048 bits) 
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 2nd Task - User registration 

Subsequently, the user can use the smart contract functionality to upload, in a certified way, his/her personal 

information on the blockchain, which will be public and available to all users. This contract will be used by anyone 

who wants to send files to this user. This presupposes the user registration process shown in Figure 4. 

 

Figure 4. Flowchart of “User Registration” 

Each user enters, in the contract, the following as input: 

o A username of his/he choice 

o The public key generated in the previous step (i.e., the file “public.pem” produced by existing RSA key 

generation tools* or other certified methods if the stored information is critical) 

The process is performed entirely within the blockchain, from the point of view that even the control is done 

during the execution of the smart contract (solidity). The same username cannot be entered twice, which is why 

this check is performed (Figure 4). 

 3rd Task - File uploading 

The process of file uploading, shown in Figure 5, and file sharing are implemented as follows. The user deploys 

this functionality to share a file with the desired username in a secure way using RSA encryption. Suppose that 

User "A" wants to share a file with User "B". User "A" selects the desired file. Then, using the smart contract 

operations implemented, the system asks the public key of User "B" to encrypt the file and ensure that only User 

"B" can decrypt it using his private key securely stored on his local machine. 

                                                           
* See, for instance, https://gist.github.com/fictorial/184283/fc18c2d3e5cfba7fd5bfa80b870e23f5e66fa9c0 
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Figure 5. Flowchart of “Uploading a file” 

The steps implementing this functionality follow below: 

First step 

The user enters as input: 

1. The username of the user to whom he/she wants to send the file, i.e., the username of the recipient; 

2. The destination of the file it wishes to share/send. 

Second Step 

The program reads the file and encodes it using the Base64 representation. This encoding makes it possible to 

send any file of any conceivable format, such as “.txt”, “.png” or “.pdf” for instance. 

Third Step 

The file is split into smaller parts because it is stored in the input field of a block in the Ethereum blockchain and 

the space available in this field is limited. Each piece of the file is then encrypted with RSA using the recipient's 

public key, which has been made known through a functionality of Smart Contracts. Finally, the address of the 

block in which each piece of the file was stored is returned. 

Fourth Step 

After collecting all the addresses of the blocks in which the split pieces were stored, the application creates an 

object with JSON (JavaScript Object Notation) format which contains the username, file name, and all the 

addresses of the blocks which store the file pieces. Finally, it encrypts this object with the same key and saves it 

in a new block. 

In summary, in the end the Ethereum blockchain will contain a block which stores the following information (in 

the encrypted JSON object we discussed before): 
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o The recipient's username; 

o The file's name; 

o The addresses (in the correct order) of the blocks containing the encrypted data for each piece of the original 

file transmitted by the user. 

Additionally, all these information items are encrypted so that only the authorized recipient can find the locations 

(blocks) of the file pieces. The authorized user is the one who possesses the private key that corresponds to his/her 

public key. 

 4th Task - File downloading 

Let us now describe the file-downloading process scenario (Figure 6). User "B" triggers the downloading process 

through the smart contract and selects the file that he/she wants to download. The system provides the selected file 

in encrypted form, and only after the download has finished does the decryption process start automatically using 

the provided private key. 

 

Figure 6. Flowchart of “Downloading a File” 

In some more detail, initially the user enters his username and his private key to read only the blocks that he/she 

is allowed to access and decrypt. The private key is also used as an authentication token for the user since only 

this key can decrypt information encrypted in the corresponding blocks with his/her public key. 

By decrypting the block containing the addresses of the file pieces (i.e., the blocks that store them), the user 

obtains, from the "Addresses" field, all file pieces in the correct order. 

Next, the process accesses and decrypts the blocks one by one, obtaining, in this way, all the file pieces that are 

spliced together in order to produce the sent file. The file pieces are encoded using the base64 encoding, and, 

thus, the last step is to convert from base64 to binary to obtain the original file. 
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3-3- Performance Estimation 

In general, since the proposed system relies on the blockchain structure, it inherits its performance characteristics. 

The downloading feature, in particular, is intended to search the blockchain structure in response to an information 

request. Thus, the search operation requires time proportional to the overall structure's size. More specifically, the search 

algorithm starts from the most recent block and moves towards the first block in the blockchain structure, and, thus, 

searching can be accomplished in several block access operations equal, in the worst case, to the number of blocks in 

the blockchain. However, searching in the blockchain can be, easily, parallelized since one can engage several nodes in 

possession of the current blockchain structure and assign to them disjoint, contiguous, sub-chains within which they can 

search, in parallel, for the requested information. 

In addition, data encryption (for the uploaded file pieces) based on RSA is, rather, slow and becomes impracticable 

for very long files. More specifically, below there are listed some examples of a pilot testing on a Docker container: 

 Key creation: 00:00,68; 

 Registering: 00:04,96; 

 File Encrypting & Uploading 4.0K file: 00:08,80; 

 File Decrypting & Downloading (across 32 blocks: 

o Parsing Blockchain to check available downloads: 00:02,26; 

o Actual Downloading 00:00,60; 

Let’s see how the above results are influenced by the Blockchain length. Thus, we’ll leave a mining process to take 

place for 1-2 minutes: 

The new Blockchain length is 97 (~3 times more than the previous testing). 

 Key creation: 00:00,66; 

 Registering: 00:05,68; 

 File Encrypting & Uploading 4.0K file: 00:07,85; 

 File Decrypting & Downloading (across 32 blocks) using same user as the previous step: 

o Parsing Blockchain to check available downloads: 00:03,03; 

o Actual Downloading 00:00,81. 

The "Parsing Blockchain" step is the one that is most influenced by the Blockchain length. That’s expected, since 

parsing works by querying Blockchain from the latest to the first block. Thus, if a user’s data was stored on an old block 

and the chain’s length is big, then this step would take much more time compared to other steps. 

3-4- Pilot Testing 

The system was tested on a Virtual Machine based on an Ubuntu 20.04 image. The required tools had been installed, 

and the blockchain server was deployed on the Virtual Machine, configuring the difficulty value of generating a new 

block to a relatively low value for testing purposes. Both the UI and CLI applications were tested with a limited amount 

of data and two users: one acting as the sender and the other as the receiver of the shared secret. The secret was a simple 

".txt" file containing a database access key with root privileges. Since the amount of data was limited, the whole process 

(including uploading, downloading, as well as encryption/decryption) was completed within approximately 3 minutes. 

4- Conclusion 

The security of stored information is a major issue in cloud and data sharing infrastructures. The system we propose 

as another application domain of the blockchain (Ethereum) can be used as a secure peer-to-peer data storage on the 

cloud as well as for file sharing and file authenticity verification. Also, secure data storage and file sharing are offered 

by the proposed system. Our viewpoint is that we need to address potential alternative uses of distributed data structures 

offering many security functionalities in a peer-to-peer context, such as the blockchain, beyond monetary or other types 

of commodity transactions (e.g., smart contracts). 

As further work, we plan to implement the authenticity verification functionality (the digital signature approach based 

on RSA), where the use case is the following: assuming that the User "A" wants to obtain a strong belief that an uploaded 

document belongs to the real User "B" that uploaded it. In that case, the User "B" should upload the document encrypted 

with his own private key and let all users verify the document’s authenticity and decrypt it with the User "B" public key, 

which is available to anyone. Further work on other similar functionalities is also among the plans of our team for 

subsequent work. 
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